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Abstract

In this work, we investigate the needs of modern traffic analy-
sis, and we introduce Iris, a framework for efficiently building
complex, high-performance traffic analysis applications. Iris’s
key contribution is a compiler that transforms user-defined
traffic filters, stream transformations, and computation writ-
ten in Rust into an optimized processing pipeline. The Iris
compiler eliminates redundant logic across analysis tasks to
generate a unified runtime that minimizes aggregate work, al-
lowing it to scale to hundreds of concurrent workloads. Rather
than restricting users to a domain-specific query language,
Iris provides a flexible development environment by expos-
ing connection- and application-layer semantics as Rust data
types to user-defined functions. We show that Iris can execute
hundreds of analysis tasks concurrently at 100 Gbps+ on a
single commodity server, and we demonstrate its flexibility
through three use cases drawn from prior work.

1 Introduction

For decades, researchers and operators have analyzed net-
work traffic to understand Internet behavior, security, re-
silience, and performance. Passive traffic analysis captures
the real-world activity of clients, attackers, and infrastruc-
ture, yielding insights about security incidents, quality-of-
service, protocol evolution, user behavior, and more. Yet,
despite an abundance of proposed traffic analysis frame-
works [12, 16, 22,26, 28, 30, 46, 51, 63], many researchers
and developers continue to build custom connection analysis
pipelines on top of low-level packet processing libraries like
DPDK [25,39,52,55,61,62,64,67]. This is foremost because
existing tools face a fundamental tradeoff between expressive-
ness and performance, which prevents complex analysis of
reassembled flows and application-layer sessions on produc-
tion networks (Section 3).

In this work, we introduce Iris, a software framework
that enables both expressive and performant traffic analy-
sis by modeling the problem as a compile-time optimization
task. Iris’s key contribution is a compiler that transforms
user-defined filters, stream transformations, and computation
written in Rust into an optimized, end-to-end pipeline. Iris
provides a flexible development environment by exposing
connection- and application-layer semantics as Rust data
types, raising the level of abstraction compared with packet-
processing frameworks [23,41,45]. Under-the-hood, Iris iden-
tifies redundant processing across analysis workloads, which

it coalesces into a single optimized runtime.

To ensure that Iris meets real-world needs, we systematize
interface requirements through a literature review of 71 recent
traffic analysis papers. We find that modern measurement re-
quires complex computation over both common, stream-level
abstractions (e.g., application-layer headers) and custom fea-
tures derived from low-level connection data (e.g., packet
inter-arrival times). Iris balances high-level semantics with
programmability by allowing users to define arbitrary Rust
functions and data structures that filter on, analyze, and com-
pose connection- and application-layer data representations.

Iris builds on the observation that despite a heterogeneity
of analysis tasks, many require similar operations and data.
Drawing on techniques in compilers and complex event pro-
cessing [3,33,34,37,71,73,75], Iris decomposes analysis
tasks into incremental processing blocks that it later unifies
and deduplicates. The Iris compiler transparently integrates
application-specific logic with framework primitives (e.g.,
connection tracking, application-layer parsing) to generate
an optimized runtime tailored to the application. The Iris
compiler outputs Rust code, delegating instruction-level opti-
mizations and type safety enforcement to the Rust compiler.

We evaluate Iris on a commodity server that receives 95—
120 Gbps of mirrored traffic from the Stanford University
network (Section 6). This setup—a single rack unit with com-
modity NICs and no external appliances—reflects typical
resources available to research groups that we collaborate
with. We show that Iris scales to hundreds of concurrent anal-
ysis tasks by merging and deduplicating granular blocks of
common logic at compile-time. We evaluate Iris’s flexibility
by implementing three case studies inspired by our litera-
ture review: explorations of end-user security practices [17],
censorship techniques and defenses [70], and video quality-of-
service [14]. Using Iris, we implement these case studies with
<250 lines of code each and execute them all simultaneously
with under 1% packet loss on 12 cores.

We release Iris under the Apache 2.0 license at
https://github.com/stanford-esrg/iris. We hope that Iris pro-
vides a high-performance, general interface for building
traffic analysis applications over connections, streams, and
application-layer sessions.

2 Background and Related Work

There is a long history of network traffic analysis tools. We
discuss the most expressive tools used by researchers for an-



alyzing connection- and session-level data, Zeek [46] and
Retina [63], as well as the state-of-the art in higher perfor-
mance, but more rigid, analysis systems.

Zeek. Many researchers leverage Zeek (formerly Bro [46])
for its ability to analyze reassembled flows and application-
layer sessions [4, 15, 17,36, 47, 60, 69, 70]. Zeek provides
a rich set of protocol parsers, flow and application events
(e.g., “ssl established”), and data types (e.g., “ssl handshake”),
as well as a Turing-complete, domain-specific language for
writing custom event handlers. Contrasting many intrusion
detection systems, Zeek does not simply issue “alerts” or
capture packets [22,51]—it delivers structured data.

Though Zeek facilitates relatively open-ended analysis over
high-level abstractions, its primary limitation is performance.
Prior work estimates that, assuming perfect scaling, Zeek
requires over 100 CPU cores to process 100 Gbps of traf-
fic [17,31,58,63]. While a complete analysis of Zeek’s archi-
tecture is beyond the scope of this work, we note that Zeek
prioritizes dynamic runtime adaptability and a Python-like
interpreted DSL (over potential compile-time optimizations)
and deep inspection required for broad intrusion detection
(over aggressive filtering). In addition, Zeek’s scripting lan-
guage has inherent limitations, including in its type system,
library ecosystem, and tooling support [46]. Due to its per-
formance and limited extensibility, we find that researchers
primarily use Zeek as a parsing and logging tool, predomi-
nantly conducting analysis offline [17, 60, 69, 70].

Retina. Retina [63] offered a step forward in performance
over Zeek by aggressively discarding out-of-scope traffic
rather than monitoring all packets or dynamically manag-
ing multiple events. It provides expressiveness by allowing
developers to execute an arbitrary Rust callback on relevant
connections and application sessions, which they identify us-
ing a Wireshark-like filter. This approach achieved higher
throughput, but fundamentally relied on executing only a sin-
gle analysis function on a single data type within a fixed
analysis pipeline. For example, a user could request TLS
handshakes or DNS transactions, but not both, nor could they
filter on user-defined heuristics. In trying to modify Retina,
we found that supporting multiple analysis tasks requires joint
optimizations, and extending Iris’s filter language and data
types requires a more flexible connection processing model.

Packet Analysis Frameworks. While Zeek and Retina
provide stream-level abstractions to user-defined functions,
other works have proposed optimizing for performance by
translating domain-specific query languages to packet-level
operations [9, 10, 21, 30, 38, 41, 44, 48, 68, 72, 74]. While
these introduce exciting optimization techniques, they are
limited in their ability to express flow-level research ques-
tions or arbitrary analysis logic. For example, Sonata [30]
allows developers to aggregate packets (e.g., by connection
five-tuple) but does not support queries that require reassem-
bling bytestreams, and its database-inspired language cannot

express open-ended analysis. In addition, many of these sys-
tems rely on specialized and programmable hardware, which
is impractical for many research groups.

Each of these tools selects different tradeoffs between expres-
siveness and performance. With Iris, we aim to provide flow-
and session-level abstractions, flexibility on par with general-
purpose programming, and high performance on commodity
hardware across arbitrary concurrent workloads.

3 System Requirements

To ensure that Iris meets real-world needs, we systematized
71 recent research papers that analyze network traffic.' In
this section, we characterize prior traffic analysis research
and establish system requirements for Iris. We conclude
that Iris must provide extensibility, expose intuitive abstrac-
tions that absorb common processing tasks, and scale to high
(100 Gbps+) throughputs across concurrent workloads.

3.1 Literature Overview

To identify relevant papers, one author reviewed 2018-2024
proceedings of SIGCOMM, NSDI, IMC, USENIX Security,
and IEEE S&P (identifying 47 papers) and performed a
Google Scholar keyword search for “network traffic analysis,”
“passive network measurement,” and “network traffic monitor-
ing” in the same date range (identifying 24 papers from PAM,
NDSS, Euro S&P, SIGMETRICS, and CoNEXT). We scoped
to works that relied on stream-level abstractions and passively
observed traffic from an in-network vantage point, excluding
those that used infrastructure statistics, tracked packet-level
semantics only, or monitored a single host.

In total, we identified 71 papers, which reflect a diversity
of network operations, Internet measurement, security and
privacy, and censorship circumvention use cases. About half
(32) deployed a system on a production network, of which
65% (21) built a custom application over a packet-level de-
velopment kit. Ten studies used Zeek, downsampling traffic
and typically performing significant analysis offline.

3.2 Requirements

Drawing from our literature review, we identify design re-
quirements for Iris, which we detail below.

3.2.1 Extensibility and Programmability

We first characterize what researchers aim to collect and inter-
pret from network traffic. To do so, we systematize analysis
tasks across three dimensions: (1) traffic selection, (2) data
extraction, and (3) analysis.

Traffic Selection. Most analysis targets only a subset of
traffic, and filtering out-of-scope connections is vital to perfor-
mance [63]. While most use cases in our study selected traffic
by protocol or parsed protocol fields (e.g., “tls,” “http.user-
agent contains Mozilla”), 12 papers identified relevant traf-

1Our literature review is available on GitHub at
https://github.com/stanford-esrg/iris.



fic using complex conditions, including timing [69], packet
size [47], volume [14], payload patterns [67], and cross-
connection state [4, 13, 61]. Such filtering is impossible in
Retina’s Wireshark-like DSL or Zeek’s BPF-based filters. Iris
must allow users to define traffic of interest with arbitrary
features in a general-purpose programming language.

Data Extraction. Researchers extract a diverse set of data
representations from network flows, connections, and ap-
plication sessions. In our analysis, the majority (70%) of
studies parsed structured session header fields; however,
65% of papers (most often studying QoE, privacy, or cen-
sorship [8, 13, 14,50,55,61,61,64,67]) derived complex fea-
tures such as packet sizes, inter-arrival times, or byte entropy.
About half (48%) of these calculated statistics in windowed
chunks of packets, seconds, and bytes (e.g., [14,55,67,69,70]).
Anecdotally, researchers indicate that complex data extraction
requirements paired with the performance needs of analyz-
ing real-world networks is a key driver for building end-to-
end applications on top of low-level packet frameworks like
DPDK [23] rather than using existing traffic analysis tools.
Iris must allow users to easily derive custom features from
network connections and application sessions.

Analysis Logic. Analysis tasks vary significantly in what
they do with identified connections and extracted data. In
our study, we found computation ranging from simple aggre-
gation and logging, to cross-connection and cross-protocol
correlation [4, 17, 43, 60], to complex machine learning
pipelines [11,13,32,43,56,69]. Iris must support arbitrary
analysis on filtered, reconstructed data in a general purpose
programming language.

Cross-Layer Processing. Across the above components,
modern traffic analysis requires abstractions that cross tradi-
tional OSI boundaries. For example, Xue et. al. [69] classified
proxy traffic by comparing inter-arrival times within TCP
handshakes, TLS handshakes, and initial packets of TLS ci-
phertext. Such analysis requires reassembling and parsing
payloads (to filter for TLS connections and track handshake
boundaries), recording packet arrival times (before reassem-
bly), and feeding the resulting features into a classifier. Iris
must allow users to arbitrarily compose data across the net-
working stack and connection lifetimes.

R1: Extensibility. Iris must provide programmable control
over data construction, analysis, and filtering as a first-order
component of its interface.

3.2.2 [Easy and Safe Development

Despite the heterogeneity of research, applications share
significant logic, including packet capture, load-balancing,
hardware configuration, connection tracking, TCP reassem-
bly, payload parsing, and traffic filtering. Like any soft-
ware framework, Iris must provide modular implementations
of such common processing tasks. In addition, many use
cases share common data abstractions; in our literature re-
view, the majority (70%) of studies leveraged parsed L5-L7

header fields, such as HTTP user-agents or TLS handshakes
(e.g., [4,14,17,36,50,53,60,64]), and most (65%) derived fea-
tures over flows and connections (§3.2.1). Iris must support
such intuitive abstractions out-of-the-box.

Beyond lowering development effort, an extensible frame-
work brings security benefits. Purpose-built systems are often
written in low-level languages like C/C++, process untrusted
traffic, and operate in privacy-critical settings. Iris should
consolidate common logic for easy validation and restrict
user-defined code to a memory-safe language.

R2: Developer Overhead. Iris must expose intuitive abstrac-
tions and absorb common processing tasks, leaving develop-
ers to focus on application-specific logic.

3.2.3 Production-Level Performance

Researchers often build custom applications or downsample
traffic to investigate campus and ISP-scale network traffic.
For example, multiple researchers using Zeek analyzed only
10-15% of traffic on 20-50 Gbps links due to CPU bottle-
necks even after modifying the framework to improve perfor-
mance [17,60,69,70]. Comprehensively analyzing high-speed
links enables more accurate results, particularly when attempt-
ing to uncover infrequent security phenomenon or understand
the “long tail” of Internet traffic. While specialized hardware
has shown promise, it is expensive, difficult to customize,
and operationally fragile. Scaling server clusters is costly for
operators and unrealistic for most research groups.

The studies we analyze require not only scaling a single ex-
periment to high speeds, but also supporting multiple simulta-
neous, conceptually distinct analysis tasks at line rate. Around
half of the papers in our literature review processed multiple
data abstractions, traffic categories, or analysis streams. Anec-
dotally, many research groups also share infrastructure across
multiple projects. Iris must support running multiple concur-
rent analysis tasks without secondary processes, redundant
work, or configuration complexity. This introduces a joint
optimization challenge, which we discuss in Section 5.

R3: Performance. Iris must support multiple concurrent traf-
fic analysis tasks at production (100 Gbps+ ) network speeds
on widely-available hardware.

4 TIris Development Interface

In this section, we present Iris’s development interface and
show how it enables users to easily analyze traffic for simple
use cases (e.g., analyzing SNI values across TLS connections)
while simultaneously offering programmable flexibility for
building complex analysis pipelines (e.g., extracting custom
features across multiple OSI layers). This interface not only
provides flexibility to developers by allowing them to interact
with connections through native Rust code, but also provides
structure for Iris to merge analysis tasks into a single opti-
mized pipeline (Section 5).



4.1 Traffic Subscriptions

Iris is a framework for passively analyzing five-tuple-defined
network connections,” including reassembled payloads and
parsed application-layer headers, from an in-network vantage
point. Applications that aggregate and correlate data across
connections can be built on top of Iris, much as Iris is built
on top of DPDK [23].

Iris developers interact with network connections through
subscriptions [63]. Each subscription consists of one or more
data types (data to analyze), a filter (traffic of interest), and a
callback (analysis code). Iris developers build traffic analysis
applications by defining one or more (R3: performance) sub-
scriptions, which Iris compiles into an optimized runtime that
incorporates user logic with connection tracking, reassembly,
parsing, and other generic framework utilities. In simple use
cases, users can rely on Iris-defined datatypes and a Wire-
shark [65]-like filter language (R2: dev overhead). For ex-
ample, only a few lines of code are needed to capture HTTP
requests with a specific user agent:

1 #[callback("http.user-agent contains 'Mozilla'")]

> fn log_http(http: &HttpRequest, ft: &FiveTuple) {

3 log::info! ("{}: {}", ft.src_subnet(24), http);

4}

While simple use cases are similar to Retina [63], Iris supports
complex applications by allowing users to define an arbitrary
number of subscriptions, implement filter and data construc-
tion logic in Rust, and stream data within a connection (§2).

4.2 Complex Data, Filters, and Callbacks

Iris supports complex use cases by allowing developers to
define all aspects of a subscription (data types, filters, and
callbacks) in Rust (R]: extensibility). Mechanically, Iris mod-
els connections as a set of protocol-specific state machines,
which developers hook into to attach state and computation to
connection-processing logic. We design these state machines
to both reflect the most common abstractions identified in our
literature review (§3) and enable compile-time decomposition
(85). In particular, Iris allows developers to define Rust func-
tions and data structures over parsed L6-L7 headers (required
by 70% of works in our review) and streaming connections
(65% of works) (R2: dev overhead). Connection state ma-
chines also provide structure for the Iris compiler to identify
shared incremental logic across subscriptions and generate a
single optimized pipeline.

In this section, we introduce the Iris state machines and use
a running example to describe custom data types, filters, and
callbacks. We elaborate on Iris’s interface in Appendix B.

State Machine Representation. Iris processes packets in a
connection as they arrive, advancing connections through a set
of extensible protocol state machines informed by protocols
(e.g., TCP state machine). To develop filters, data types, and

2We define a “connection” as bidirectional TCP or UDP packets associ-
ated with the same five-tuple until a configurable inactivity timeout or, for
TCP, a FIN/ACK sequence or RST.

Name Description Data

Layer-4 (TCP or UDP)

First First packet in TCP or UDP connection ~ Packet

Packet (TCP SYN/first observed UDP). (L4Pdu)

End of TCP handshake completed.

Hshk.

L4 Conn. New observed packet in a TCP/UDP con-  Packet
nection. (L4Pdu)

Reass. New reassembled segment in a TCP con-  Packet

Stream nection. (L4Pdu)

Conn. Connection terminated or timed out.

Terminated

Layer 5-7 (Encapsulated in TCP or UDP)

L7 Proto. An L6/L7 parser identified a protocol  Protocol

Discovered  (e.g., HTTP, TLS).

End L7 An L6/L7 module parsed protocol- Parsed

Headers specific “headers” (e.g., TLS hand- Headers
shake).

L7 Headers ~ New packet or reass. segment (specify)  Packet
in L6/L7 Headers. (L4Pdu)

End L7 An L6/L7 parser identified the end of an ~ Session

Session L7 session (e.g., start of a new pipelined  Data
HTTP request).

L7 Payload  New packet or reass. segment (specify)  Packet

in L6/L7 payload (e.g., HTTP response
body, TLS ciphertext).

(L4Pdu)

Table 1: Primitive Data Types. Iris models each connection
with protocol-specific state machines. State transitions func-
tion as both hooks for user logic and primitive data types that
user-defined functions build upon. This model is composable
and extensible to other protocols and layers. We select these
as Iris’s base abstractions based on the most common use
cases identified in our literature review (§3).

callbacks, developers can “hook” into both states and state
transitions to extract data, perform additional computation, or
attach state for later use. Table | shows the state transitions
that Iris currently exposes. Because each layer exposes its
state machine to others, this model is composable (e.g., to
support encapsulation) and extensible (e.g., to add protocols).’

Developers hook into connection processing by annotating
structs and functions with procedural macros that Iris exports.
Procedural macros enable compile-time code generation in
Rust, allowing us to inspect and transform application source
code without implementing a compiler from scratch.

Use Case Example. To concretely show Iris’ interface, we
illustrate building an Iris application inspired by Bronzino
et al.’s video QoE inference work as a running example [14].
Our Iris application filters for video streams, derives per-
connection features in a sliding window, and uses these
features to estimate video resolution. We track each video

3For brevity, we refer to protocols encapsulated in TCP or UDP as “L7”
(or “application-layer”).



// A custom Iris data type
#[datatype]
struct FeatureChunk { /* ... %/ }

// All data types must implement a constructor
fn new(first_pkt: &L4Pdu) -> Self { /x ... =/ }
// Request each new L4Pdu in the L4 connection

1
2
3
4
s impl FeatureChunk {
6
7
8
9 // and update self

10 #[datatype_fn("FeatureChunk,InL4Conn")]

1 fn update(&mut self, pdu: &L4Pdu) {

12 // Wait 60s at start of connection

13 // Then update features for last 10s sliding
< window

14 }

15 }

Listing 1: Data Type for §4.2 Working Example. A data
type that extends an Iris primitive abstraction (streaming
IP packets in a connection) to derive custom features (e.g.,
throughput). The ResolutionEst callback in Listing 3 sub-
scribes to this type.

stream’s inferred resolution over time, accumulating new es-
timates every 10 seconds after the first 60 seconds of each
connection. We implement this by defining:

* A FeatureChunk data type that transforms a stream of
connection frames into QoS features;

* A ResolutionEst callback that feeds each updated
FeatureChunk into a classifier to infer video resolution;

* A Wireshark-like filter for “tls” traffic matching a set of
SNI names, provided in a text file;

¢ A custom filter, video_lookup, that matches new TLS
connections with recent DNS transactions in a global
cache.

We describe each subscription component (data type, filter,
and callback) in the remainder of this section.

Data Types. Applications can define Iris “data types” that
build higher-level abstractions over low-level primitives (Ta-
ble 1 lists these primitives). By annotating a Rust struct as an
Iris data type, a developer can later access it in filters and call-
backs. This separation of concerns—data construction from
filtering and callback analysis—provides a modular, object-
oriented programming model. It allows multiple applications
to share implementations of common abstractions, and it al-
lows the Iris compiler to share work across subscriptions, as
we describe in Section 5 (if multiple callbacks and filters
require the same data type, Iris constructs it once).

To build our video QoE application, our FeatureChunk
data type (Listing 1) requires two functions: (1) an initial
constructor, which Iris invokes at the beginning of each con-
nection (FirstPacket in Table 1), and (2) a function that
receives an update at each new packet in the connection
(L4Conn). These functions derive and accumulate data over
the lifetime of a connection, which our callback (Listing 3)
subscribes to for analysis.

Filters. Developers define filters to identify relevant connec-

1 // An Iris callback that receives all DNS

2 // transactions and caches some subset globally.

3 // This callback is stateless over the connection,
4 // but accumulates global state across invocations.
s #[callback("dns")]

6 fn dns_record(dns: &DnsTransaction) {

7 /* If video service, cache DNS mapping */

8

9

}

10 // A custom Iris filter predicate.
11 // Requests Iris data types, performs custom logic,
12 // and returns a match result.
13 #[filter]
14 fn video_lookup(&mut self, tls: &TlsHandshake, ft:
< &FiveTuple) -> FilterResult {
15 /* Look up IP in DNS cache, return Accept/Drop */
16 }

18 // Omitted in ‘"main": init global data structures

Listing 2: Custom Filter for §4.2 Working Example. An
Iris filter that associates TLS connections to previous DNS
requests. The dns_record subscription populates a global,
user-defined DNS cache (omitted for brevity), which the
video_lookup function uses to filter connections. Iris will
apply this video_lookup filter to a connection to determine
whether to invoke the ResolutionEst callback (Listing 3).

tions. However, filters are also critical for performance: they
allow Iris to discard out-of-scope data, traffic, and operations
at multiple stages in connection processing. Iris supports an
extended version of Iris’s Wireshark-like filter language [63],
which can express protocols and protocol fields. Unlike in
prior work, developers can customize this language by defin-
ing custom filter predicates in Rust. Filters can be stateless
functions or, like data types, attach state to a connection (Ap-
pendix B includes an example of a stateful filter).

For our video QoE example, we define a custom filter predi-
cate that correlates TLS flows to preceding DNS queries. This
requires cross-connection state, which cannot be expressed
in our domain-specific filter language. We thus define (1) an
additional subscription to DNS transactions, which populates
a global DNS cache, and (2) a filter that references this cache
(Listing 2).

Callbacks. Iris callbacks execute arbitrary Rust code on
Iris data types for connections that meet filter conditions. Iris
invokes each callback function as early as possible, facilitating
real-time analysis. Because immutable access is sufficient for
most passive analysis tasks—which aggregate and record data
without modifying it—Iris gives callbacks read-only access
to parameters, avoiding deep copies.

For our video QoE example, we define a stateful callback,
ResolutionEst (Listing 3), which streams FeatureChunks
within a connection. To track resolution over time, we de-
fine the callback as a Rust data structure that records res-
olutions for each window in a vector. This requires three
functions: a constructor, an “update” function (to receive
and process FeatureChunks), and an “end” function (to save



// An Iris callback with associated filter string.

1
2 // Filter strings can refer to protocol modules,
3 // text files that list predicates, or
4 // the names of custom filter predicates.
5 #[callback("tls and (file=video_sigs.txt or
< video_lookup)")]
6 struct ResolutionEst {
7 // Vector of observed resolutions for each
8 // window in the connection.
9 resolutions: Vec<usize>,
10 }
11
12 impl ResolutionEst {
13 // Stateful callbacks must implement a constructor
14 fn new(first_pkt: &L4Pdu) -> Self { /+ ... *x/ }
15 // Request each new FeatureChunk in the conn.
16 // Iris invokes after each update to FeatureChunk.
17 #[callback_fn("ResolutionEst,L4Conn")]
18 fn update(&mut self, feats: &FeatureChunk) -> bool
B
19 /x 1f at end of window, invoke classifier,
« store result in self.resolutions */
20 /* optionally return false to stop receiving
< data for connection ('unsubscribe')x/
21 }
2 #[callback_fn("ResolutionEst,L4Terminated")]
23 fn end(&mut self) {
24 /* save self.resolutions (e.g., to disk) x/
25 }
26 }

Listing 3: Callback for §4.2 Working Example. A state-
ful Iris callback that receives updated FeatureChunk data
throughout a connection and an alert on termination. This
subscription filters for connections that are TLS and match
either the custom predicate video_lookup (Listing 2) or a
filter read from an input file (omitted; contains SNI values of
known video platforms).

predictions to disk when the connection terminates). Our
ResolutionEst: :end function has no arguments, so we add
the L4Terminated tag to specify that Iris should invoke it
when an L4 connection terminates.

End-to-End Application. An Iris application consists of
one or more subscriptions, which attach computation and data
structures to Iris’s connection-processing state machines. As
we describe in the next section, Iris compiles these subscrip-
tions into an end-to-end traffic analysis pipeline built around
these state machines.

5 Iris Architecture

Iris achieves high throughput across a large number of con-
current subscriptions by compiling them into a single, op-
timized runtime pipeline. The Iris compiler leverages the
state-machine-based development interface described in Sec-
tion 4 as scaffolding for a unified intermediate representation
(IR) that captures the data construction, filtering, and callback
invocation requirements of all subscriptions. Iris’s interface
makes each subscription statically analyzable, allowing the
compiler to reason about subscriptions in terms of incremental
requirements and filters in per-connection state machines.

After building an IR for each subscription, Iris combines
and optimizes across them—fusing shared filter prefixes, de-
duplicating computation, and eliminating redundant state. Iris
then generates Rust code for a runtime that advances connec-
tions through layered per-connection state machines, applying
incremental filter predicates at state transitions to determine
how and if to continue processing the connection (Figure 1).
The resulting runtime is tailored to the subscriptions in the Iris
application, correctly fulfilling each one while aggressively
sharing computation and data across them.

In summary, the Iris compiler proceeds as follows:

1. Construct Per-Subscription State Machines. Iris ex-
tracts the data types, filters, and callbacks from each
subscription and translates these components into a per-
connection state machine with attached “actions” that
incrementally fulfill a subscription.

2. Build Per-Subscription Match-Action Pipeline. For
each connection state, Iris builds an “action tree” that
maps incremental filter patterns to subsequent actions.
At runtime, Iris invokes action trees to determine if and
how to continue processing a connection.

3. Fuse Action Trees. Iris combines per-subscription ac-
tion trees into global, per-state action trees, unifying
shared filter prefixes and computation at each state transi-
tion. It optimizes each action tree by removing redundant
nodes and (where possible) reordering predicates.

4. Generate Code. Iris generates Rust code, producing
a specialized “match-action” connection processing
pipeline that fulfills all subscriptions.

The state machine-based connection model is critical to Iris’s
IR and runtime. We note that Iris maintains multiple state ma-
chines for each connection as needed (e.g., TCP connection
and HTTP state machines). Within each state machine, a con-
nection is in at most one state and follows a strict ordering,
but ordering is not guaranteed across state machines.* For
brevity, we refer to each entry in Table | as a “state transi-
tion”, including self-loops (e.g., In L4 Conn may terminate
the connection or leave it in the same state).

5.1 Compiling One Subscription

We first detail how Iris constructs its IR for a single subscrip-
tion, using the §4.2 video resolution application as a working
example. At compile time, Iris represents each subscription as
a “match-action pipeline” built around its per-connection state
machines. Mechanically, Iris builds a map from connection
states to incremental filters (match conditions on connection
data) and actions (computations required to correctly fulfill
the subscription). Actions range from generic framework op-
erations (e.g., reassemble), to storing data (e.g., cache a TLS
handshake for a future callback), to invoking a user-defined
API, and include both operations to perform immediately
(e.g., invoke a callback) and streaming operations to maintain

4For example, a connection can, by definition, be in both L4Conn and
L7Headers.
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Figure 1: Iris Compiler Steps. The Iris compiler decomposes
each subscription into a map from states in per-connection
state machines to actions required at each state. It then in-
corporates subscription filters, adding match conditions to
actions at each state transition. Finally, it merges these match-
action components together and generates Rust code that
shares incremental filtering, data, and computation across all
subscriptions. This figure illustrates these steps for the work-
ing example from §4.2.

through a subsequent state (e.g., continue tracking a connec-
tion). This match-action representation allows the Iris com-
piler to subsequently unify incremental requirements across
subscriptions (§5.2) and generate code that eagerly discards
out-of-scope data and computation to minimize unnecessary
computation and memory (§5.3).

Build Per-Subscription State Machines. While data types,

filter predicates, and callbacks have different semantics, they
are fundamentally similar: each exposes one or more APIs that
Iris must invoke during connection processing. Iris starts by
decomposing each subscription into these user-defined APIs.
Iris then maps each API to the connection state machine (i.e.,
at which state transition(s) the API should be invoked) by
determining when its parameters can be delivered and, for
callbacks, filter predicates applied. Iris infers each function’s
state recursively, with recursion ending at primitive data types
(listed in Table 1). This process produces a mapping from each
state to the user-defined APIs that can be invoked at that state.
For example, Iris maps L7EndHeaders to video_lookup and
LAConn (new packet in connection) to FeatureChunk::update
and ResolutionEst: :update (Listings 1, 2, 3).

Iris next adds framework actions to its state-to-action map-
ping. The state machine abstraction makes it straightforward
to infer these framework actions. Each state exposes an API
indicating the sequence of framework operations required to
advance a connection to that state, and Iris must advance con-
nections to all states with user-defined APIs associated. For
example, reaching L7EndHeaders to parse the TLS handshake
for video_lookup (Listing 2) requires reassembly through L7
protocol discovery and headers.

Construct Action Trees. The previous step determined
which actions need to take place at each state transition to
fulfill a subscription. Next, Iris incorporates the subscription’s
filter to determine which connections to apply these actions
to. At each state transition, Iris builds an action tree, in which
each node contains a filter predicate and associated actions.
At runtime, action trees indicate decision points: if a con-
nection matches a root-to-node path (filter prefix), the Iris
runtime should apply a corresponding set of actions (those
accumulated along the path).

Like Retina [63], Iris expands each filter into predicate vec-
tors (“filter patterns”) and re-orders predicates based on when
in a connection’s lifetime each can be applied. For example,
Iris expands “tls.sni contains ‘nflxvideo”’ into ethernet — ip
— tcp — tls — tls.sni contains ‘nflxvideo’. We note that, if
a developer provides an input text file with additional filter
patterns (e.g., Listing 3 provides SNIs in a file), Iris parses
and expands it at compile time.

Iris iteratively builds an action tree for each state by insert-
ing filter prefixes—the predicates applicable at that state—and
storing the actions identified in step #1 at leaf nodes. At each
state, a root-to-leaf branch may indicate an end-to-end pat-
tern that triggers a callback or an initial prefix that dictates a
subsequent processing step. For example, fulfilling the Reso-
lutionEst subscription requires actions at FirstPacket only if
the connection fulfills the initial filter prefix eth — ip — tcp.

Record Tracked Data. The above-described action trees
form the core IR of Iris’s match-action pipeline. While con-
structing them, Iris also identifies data that the runtime must
track on its per-connection data structure. Per-connection
“tracked” data includes user-defined data structures (e.g., the



FeatureChunk data type), stateful framework modules (e.g.,
TCP reassembly), and information that Iris must cache for
future use (not applicable to the ResolutionEst example).

5.2 Multiple Subscriptions

Many Iris applications require multiple subscriptions. A naive
multi-subscription runtime pipeline would process each inde-
pendently, unnecessarily duplicating many of the most com-
putationally and memory intensive operations such as connec-
tion tracking and TCP reassembly. Instead, Iris constructs a
runtime pipeline that shares as much work as possible across
subscription components. For example, if multiple subscrip-
tions require reassembly, Iris should reassemble once (Fig-
ure 3). Iris performs multi-subscription optimization at com-
pile time by combining per-state action trees and tracked data
from all subscriptions.

Combine Action Trees. Iris generates a single action tree
for each state by merging per-subscription action trees based
on shared filter prefixes and actions. Then, Iris prunes sub-
branches that contain no new information (e.g., child node
with actions already present at its parent) and prefixes that do
not drop data or disambiguate between subscriptions. When
Iris cannot remove nodes, it orders predicates with respect
to generality (e.g., “tcp” is parent to “tcp.port = 80”) and
marks mutually-exclusive sibling nodes with an xor tag (e.g.,
“tcp.port = 80” and “tcp.port = 443” cannot both be true at the
same layer), to build a tree that minimizes the predicates that
Iris must apply to each connection at runtime.

Combine Tracked Data. As described in Section 5.1, Iris
also accumulates a per-subscription set of data that Iris must
track on a connection. Iris combines these across subscrip-
tions into a global set, ensuring that each stateful component
is tracked exactly once. For example, if two callbacks require
the same data type, Iris will construct it at most once and give
each callback read-only access.

By merging action trees and tracked data, the Iris runtime
avoids unnecessary computation, eagerly discards data, and
correctly disambiguates between subscriptions (i.e., only in-
vokes a callback if its associated filter matches).

5.3 Generated Code

The Iris compiler produces an IR of control flow (action trees)
and state (tracked data). Iris generates packet- and connection-
processing logic that directly interacts with framework and
user-defined APIs, relying on the Rust compiler to implement
low-level performance optimizations and safety guarantees.

5.3.1 Runtime Overview

We describe the key components of a typical generated Iris
runtime. Figure | illustrates a simplified version of the run-
time for the video resolution example from Section 4.2. Recall
that the runtime pipeline that the Iris compiler generates de-
pends uniquely on the subscriptions in each application.
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Figure 2: Iris Runtime for §4.2 Working Example. Iris
advances connections through a match-action pipeline gen-
erated by the compiler and structured around per-connection
state machines.

We note that Iris draws high-performance implementations

of some generic primitives from Retina [63]: protocol parsers,
lightweight TCP reassembly, DPDK integration, NIC hard-
ware filtering, and a connection timeout mechanism. We lever-
age these runtime similarities to benchmark Iris against Retina
in Section 6. Compared to Retina, Iris supports an extensible
filter language, expressive data model (as hooks into state ma-
chines), and scalable multi-subscription architecture (through
joint compile-time optimizations).
Initial Packet Processing. The Iris compiler generates a
per-packet filter, which the runtime tries to offload to the NIC
at startup to reduce CPU load. The runtime immediately drops
any packets that do not match this filter (in Figure 2, packets
that are not TCP or UDP), short-circuiting all connection
processing. Symmetric RSS [66] shards packets across cores,
allowing zero-lock connection tracking [27]. To bypass the
kernel networking stack and reduce copies [10], Iris uses
DPDK [23] to pull raw packets directly from the NIC to
user-space memory.

Connection Tracking. Each core maintains a hash table
with a per-connection data structure keyed by UDP or TCP
five-tuple [27] and configurable with establishment and inac-
tivity timeouts to bound memory usage [63]. Iris associates
each incoming packet with its connection data structure, cre-
ating an entry if none exists. This per-connection data struc-
ture is a Rust struct generated by the Iris compiler. By infer-
ring types and generating a struct with associated methods
at compile-time, Iris avoids expensive dynamic dispatch and
allows the Rust compiler to inline and optimize function calls.

State Machines. On the first packet of each connection,
the Iris runtime initializes state machine handlers: in our ex-
ample (Figure 2), one for Layer-4 and one for Layer-7. As
new packets arrive, each handler advances each connection
through its state machine. For example, in Figure 2, Iris’s L4
handler reassembles packets and passes them to the L7 han-
dler, which executes its first state transition when a protocol
parser identifies a connection as TLS, DNS, or neither.

Each state machine handler exposes an API for each state
transition, which executes action tree logic. The Iris compiler
translates action trees (§5.1) to native Rust code. These state



transition functions parse headers and access connection data,
apply filter predicates (as if blocks), invoke functions inline,
and accumulate ongoing actions on a connection. For exam-
ple, the FirstPacket state transition depicted in Figure 2 parses
packet headers (Ethernet, IPv4/IPv6, and TCP/UDP), invokes
constructors, and marks the connection with ongoing actions
(track, reassemble, FeatureChunk::update, and parse).

We note that, because Iris stores actions as per-connection
metadata (see below), it need not invoke action trees on each
new packet. The Iris compiler generates a pipeline that in-
vokes action tree logic only when actions might change.
As shown in Figure 2, Iris excludes irrelevant state transi-
tions altogether (e.g., TCP handshake tracking). It only in-
vokes the self-transition on Inl4Connection if the Resolution-
Est::update user-defined function unsubscribes.

Executing Actions.  As Iris advances a connection through
state machines, it invokes actions. There are two types of
actions: one-shot functions that the runtime can invoke within
a state transition (e.g., dns_record in Listing 2) and streaming
actions that the runtime may sustain over multiple packets in
a connection (e.g., reassembly, streaming to a user-defined
function like ResolutionEst). For the former case, the Iris com-
piler inlines each function call. For the latter, Iris updates a bit
vector stored on its per-connection data structure representing
“current actions”, which the Iris runtime checks to determine
how to process each new packet. If a state transition function
returns with no ongoing actions, Iris removes the connection
from its tracking table.

5.3.2 Multiple Subscriptions

Any single-subscription runtime pipeline is relatively simple:
at each state transition, the Iris runtime “drops” a connection
or “continues” processing it with a predetermined set of ac-
tions. However, developers must be able to leverage Iris to
express any number of concurrent subscriptions. As described
in Section 5.2, the Iris compiler combines filter predicates, ac-
tions, and tracked data to share work and computation across
subscriptions.

Figure 3 illustrates how these compile-time reduction tech-
niques dramatically reduce the overhead of adding an addi-
tional subscription. In our video resolution example applica-
tion, ResolutionEst and dns_record are different subscriptions,
but both share significant work: packet processing, connection
tracking, reassembly (for tls and dns over tcp), and application-
layer parsing. By combining subscriptions at compile-time,
Iris generates a single, optimized pipeline that fuses computa-
tion and data across an arbitrary number of subscriptions.

5.3.3 Rust Compiler

Generating Rust code has two key benefits. First, native code
outperforms the dynamic data structures and function point-
ers that Iris would otherwise need to represent filter predi-
cates [63] and heterogeneous data types [18,35]. Second, Iris
offloads significant work to the Rust compiler, relying on it to
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Figure 3: Pipeline for Two Subscriptions. We show two
example subscriptions: (1) the ResolutionEst subscription and
(2) the dns_record subscription from §4.2. A naive approach
would execute each subscription separately. In contrast, Iris
compiles a single pipeline that identifies and combines shared
data and operations, using action trees built from filters to
determine next steps when requirements diverge.

implement low-level CPU- and memory-level optimizations
and enforce safety, typing, and isolation. This comes with two
drawbacks: runtime flexibility and compilation time. Adding
or removing subscriptions requires recompiling and restart-
ing the application, though users can define functions that
branch on global state. For example, the video_lookup func-
tion in Listing 2 queries a dynamically-updated global DNS
cache. We measure compilation time in Section 6.5. Overall,
we believe that trading compile-time complexity for runtime
performance is reasonable, especially for many researchers.

6 Evaluation

Iris’s flexibility makes it challenging to evaluate; network
traffic and application characteristics fundamentally shape its
performance. The number of subscriptions requested, memory
and compute load of each subscription, amount of shareable
work (which the compiler consolidates), and what proportion
of traffic the runtime is able to filter out all impact throughput.
Consequently, we choose to evaluate Iris in three ways. First,
we evaluate Iris against Retina, the current state-of-the-art in
performance for a single subscription (§6.1), for two applica-
tions that both support. Second, we show that the Iris compiler
effectively consolidates shared work, allowing Iris to scale to
a large number of concurrent subscriptions (§6.2). Finally, we
demonstrate that Iris can support running complex real-world
experiments on a production network by implementing three
use cases inspired by prior work (§6.3).

Deploying Iris requires a commodity server with a DPDK-
compatible NIC [23]. Our testbed uses dual Xeon Gold 6248R
CPUs (24 cores, 3GHz), 384 GB DDR4-2933 ECC memory
(12 x 32 GB DIMMs), and two 100 GbE Mellanox ConnectX-



5 NICs. We receive mirrored traffic from a large University
network and run experiments at peak hours, observing 95—
120 Gbps of traffic. Like Wan et al. [63], we use zero-loss
throughput (ZLT) as our key metric. ZLT, the amount of traffic
that Iris can process without dropping packets, is a measure of
Iris’s practical performance for real-world measurement. We
measure ZLT by iteratively running an Iris application and
decreasing the flow sampling rate until a trial achieves <1%
packet loss after a two-second warm-up period. Note that
achieving a meaningful ZLT measurement requires restricting
the number of RX cores available until Iris is unable to sustain
the throughput available. We also benchmark memory and
compilation time in §6.4 and §6.5.

Our experiments use TCP and UDP inactivity timeouts of
5 minutes and 1 minute, respectively, as well as a TCP estab-
lishment timeout of 5 seconds (to quickly discard unanswered
SYNSs). We run our benchmark experiments (§6.1 and §6.2)
for five minutes and our case studies (§6.3) for one hour. We
received approval for this work from our University’s Privacy
and Security office, and we anonymized and aggregated any
traffic data written to disk. We describe additional ethical
considerations in Appendix A.

6.1 Single Subscription

We first evaluate Iris against Retina [63] for two single-
subscription applications supported by both frameworks.
Retina is a useful baseline for two reasons. First, while Retina
limits users to a single subscription, it can execute that sub-
scription at 100 Gbps+ on commodity hardware. Second, Iris
draws implementations of key primitives from Retina (DPDK
integration, connection tracking, reassembly, and parsing).
We select two use cases in which the runtime that Iris gen-
erates is comparable to Retina’s and run them for five minutes
each. One collects TLS handshakes and the other a set of
connection features (e.g., TCP flags, packet interarrival times,
flow duration). Iris does not introduce overhead compared to
Retina, slightly outperforming the latter by 5.52-9.89% on
average. Both achieve zero loss at 6 cores. We point to Wan
et al.’s benchmarks against Suricata, Zeek, and Snort [63]: for
a subscription to a single TLS connection, Retina provides
5-100x throughput per core compared to prior work.

6.2 Multiple Subscriptions

We next stress Iris’s ability to scale to a large number of
concurrent subscriptions and evaluate our match-action ar-
chitecture. Because no existing system supports multiple
connection-based analysis tasks at 100 Gbps+, we modify
Retina to support multiple subscriptions without a fundamen-
tal rearchitecture. Our goal is to show how a naive approach
to multiple subscriptions scales compared to Iris.

Baseline. As noted in §6.1, Iris shares low-level traffic
processing primitives with Retina, yielding similar runtime
behavior for single-subscription applications. Iris optimizes
across multiple subscriptions by deduplicating shared work
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Figure 4: Multi-Subscription Benchmarks. Iris minimizes
overhead across subscriptions by sharing operations, data,
and filter predicates; avoiding per-subscription state; and in-
lining functions. In contrast, a naive implementation repli-
cates shared logic, manages each subscription separately, and
uses dynamic dispatch to invoke functions. We conduct two
experiments to exercise different aspects of Iris.

and data and tracking “actions” rather than individual sub-
scriptions. We modify Retina to naively support multiple
subscriptions without these optimizations.

Our naive baseline shares core framework infrastructure
across subscriptions: packet-processing, connection manage-
ment, TCP reassembly, and protocol identification. However,
it duplicates most per-subscription logic. It applies each filter
predicate and constructs each data element separately for each
subscription, regardless of shared work. Rather than gener-
ating a struct with named fields at compile-time, our naive
implementation maintains a vector with dynamic dispatch
that stores different types. Our implementation also tracks
subscriptions using identifiers, rather than collapsing shared
behavior into “actions.”

Tracking Connections by IP Address. We first subscribe
to derived features for N=1, 2, 4 ..., 128 IP subnets. We
shard the IPv4 address space across subscriptions (i.e., each
subscription processes a decreasingly sized portion of the
IP space) to evaluate scalability while keeping the overall
amount of matched traffic consistent. As can be seen in Fig-
ure 4a, Iris scales from 8 to 128 connection subscriptions
with only 8.2% loss in throughput. In stark contrast, our
naively-modified Retina immediately drops in throughput
as redundant work increases, operating at only 5.41 Gbps for
128 subscriptions (versus 77 Gbps for Iris).

Parsing Sessions. We next configure each system to
search for HTTP requests to malicious domains drawn from
Abuse.ch [1]. Our naive Retina-based approach sees a sig-
nificant (93.1%) drop in throughput to just 4.5 Gbps for 256
subscriptions. Iris scales to 256 subscriptions on just two
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Figure 5: Research Case Studies. We implement the use
cases described in §6.3 in Iris and deploy them on an en-
terprise network. These examples present diverse callback,
data type, and filtering requirements, illustrating Iris’s flex-
ibility for real-world use cases. Iris can process all of the
applications concurrently at 100 Gbps+ with just 12 cores.
(Variations above 98 Gbps are due to traffic fluctuations.)

cores with only 6.3% throughput reduction (Figure 4b).

Analysis. To understand the most significant sources of
overhead, we estimate latency for similar parts of the systems’
codepaths using BPF hooks. We focus on areas where we
expect our naive approach to see the most duplicated work:
applying filters and updating data types. Our BPF hooks fire
when a function is called and when it returns, recording times-
tamps at each to estimate latency. With 128 IP subscriptions,
our naive approach takes 5x longer in each packet filter and
11.5x for each data update than Iris. For each packet, the
naive solution iterates through subscription filters and sets a
match flag per subscription. Iris applies a single “ipv4” fil-
ter by merging consecutive IPv4 subnets and simply returns
true/false, deferring disambiguation until the subscriptions di-
verge. When updating subscription data, our modified Retina
replicates similar logic across 128 subscriptions. For a sin-
gle subscription, these components are similar (within 8%)
for Iris and the naive implementation. For our HTTP experi-
ment, we see the most overhead from cloning data to transfer
ownership to user callbacks and parsing packet payloads.

Despite sharing packet-processing, connection tracking,
and reassembly infrastructure, a naive approach to managing
multiple subscriptions rapidly degrades at scale. Iris, in con-
trast, incurs only marginal overhead from additional similar
subscriptions, indicating that our compiler effectively amor-
tizes shared work.

6.3 Case Studies

We next evaluate Iris’s practicality and performance for con-
ducting complex traffic analysis on production networks. We
implement three use cases from prior work that exercise dif-
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ferent aspects of Iris: an analysis of user security practices
and malware downloads [17], a fingerprinting attack on Open-
VPN [70], and the video resolution estimator described in
§4.2 [14]. We are able to run all applications, both indepen-
dently and concurrently, at 100+ Gbps throughput (the maxi-
mum amount of traffic available on our network) for an hour
each with 6-12 cores (Figure 5). We describe each below:
Measuring Security Practices. DeKoven et al. (2019)
inferred security-related behaviors (e.g., downloading soft-
ware updates and using password managers) and incidents
(e.g., malware infection) from campus network traffic [17].
The original work deployed a Bro [46] cluster, augmented
with an optimized packet-processing layer, to collect parsed
application-layer records and anonymized five-tuples, and ap-
plied application fingerprints and correlated data offline. The
authors use Zeek primarily as a parsing and logging tool (i.e.,
apply all application fingerprints offline) and report that their
system could handle 4-6 Gbps.

We replicate their data collection pipeline in 227 lines of
code. We use a custom filter to drop suspected high-volume,
internal, and IoT traffic, and we define subscriptions to HTTP,
TLS, QUIC, DNS, and anonymized connection five-tuple ab-
stractions. Despite parsing diverse application-layer headers
and managing a variety of subscriptions, our implementation
in Iris achieves 100+ Gbps using only 6 cores.
Fingerprinting OpenVPN. Xue et. al. evaluate fingerprint-
ing attacks and defenses on OpenVPN traffic [70]. The au-
thors develop two fingerprints, each based on the first 150
packets of a TCP or UDP connection, analyzing packet sizes
or payload prefixes to identify OpenVPN ACKs and OpCodes,
respectively. The original authors used a Zeek cluster (en-
hanced with a zero-copy packet layer), sampled 1/8 of flows
from 20 Gbps of traffic, and applied their fingerprints offline.

In Iris, generating and subscribing to these fingerprints for

all TCP and UDP connections requires 194 LOC. We leverage
Iris’s programmability to extract highly-custom patterns from
grouped connection data. Because our callback “unsubscribes”
from connections after receiving fingerprints (i.e., after the
first 150 packets), Iris can quickly remove long-lived connec-
tions from its connection table. Our implementation achieves
ZLT for 100 Gbps with 6 cores.
Machine Learning on Connection Features. We imple-
ment the video resolution estimation from [14], a simplified
version of which appears in Section 4.2. The original work
evaluated models with multiple feature combinations; for our
experiment, we use their reported top-ten most significant
features. We train a random forest classifier on the authors’
original training data (700K labeled samples). The original
authors built a fixed-function tool for the experiment. While
we do not have access to their code, we note that it was an
early version of traffic refinery [13], which is implemented in
5,708 lines of Go. Because Iris absorbs significant developer
overhead, our application requires 161 lines of code.

Iris achieves ZLT at 100 Gbps with 10 cores. Though our



PSS DPDK Mempool
Measuring Sec.  3.9GB 2.2GB
OpenVPN 2.5GB 1.0GB
Video Res. 3.5GB 1.5GB
Combined 5.0GB 3.5GB

Table 2: Peak memory usage for each case study over an hour.
We measure both memory required by connection tracking
(proportional set size) and packet Mbufs (DPDK). Long-term
connection tracking and reassembly dominate memory usage.
When composing applications, Iris unifies shared data, leading
to a sublinear increase in memory usage.

callback is relatively expensive (inference takes 150K cycles
on average), it is also invoked infrequently (Iris performed in-
ference on only ~300 intervals per second, on average, in our
one-hour experiment). Additionally, Iris parses and reassem-
bles at most an initial TLS handshake or DNS transaction.

Combining Applications. Finally, we evaluate Iris’s ability
to handle multiple, diverse subscriptions by running all four
use cases simultaneously in a single Iris application. We em-
phasize that these applications have non-overlapping filters,
diverse user-defined functions (e.g., applying a fingerprint
vs. applying ML models), and place different demands on
the framework (e.g., parsing vs. streaming). However, Iris is
still able to share significant work across subscriptions. This
application achieves ZLT at 100 Gbps using 12 cores.

6.4 Memory Usage

To further evaluate Iris’s ability to execute long-running ex-
periments, we estimate peak memory utilization for each case
study application (§6.3) with 12 cores (Table 2). We sample
PSS (proportional set size) from /proc/$PID/smaps_rollup to
capture memory used by Iris connection tracking and user-
defined data structures [24]. We also query DPDK’s memory
pool utilization, which reflects the raw packets (Mbufs [23])
that Iris retains for zero-copy reassembly [63] and those that
DPDK holds in memory while waiting for an available thread.

Across applications, connection tracking and reassembly
dominate memory usage. Fingerprinting OpenVPN (case
study #2) sees the lowest memory usage; it does not require re-
assembly, and it quickly discards long-lived connections after
an initial prefix. Measuring Security Practices (case study #1)
requires significant reassembly and application-layer parsing
to identify applications. Estimating Video Resolution (case
study #3) must accumulate and track all matched connections
to termination. For the composition of all applications (“com-
bined”), higher memory usage reflects the non-overlapping
components of subscriptions. We note that, as each applica-
tion progresses, memory utilization increases as the connec-
tion table grows in size and plateaus as connections terminate
and time out (this matches observations from Retina [63]).
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6.5 Compilation Time

One drawback to code generation is compilation time. In
Iris, we find that compilation time increases with the num-
ber and complexity of subscriptions. However, Rust release
optimizations—not Iris-specific logic—account for the vast
majority of compilation time. Debug builds typically com-
plete within a few seconds, allowing for rapid development.
First, we compile the combined (i.e., all replicated use cases
in a single application) example from §6.3. With caching (li-
braries pre-built), a release build takes 30 seconds and a debug
build takes 2.5 seconds. Of this, Iris’s compile-time optimiza-
tions take less than 50 milliseconds. Second, as stress tests,
we compile the two multi-subscription benchmarks from §6.2.
Compiling one subscription takes 30 seconds (release) and
5 seconds (debug), with 15 milliseconds for Iris logic. Compil-
ing 5,000 HTTP subscriptions takes 2 minutes (release) and
28 seconds (debug), with 18 seconds for Iris compiler logic.
Building action trees for the IPv4 subnet sharding application
takes longer (2 minutes for Iris logic for 1,024 and 6 minutes
for 2,048 subnets), because Iris must generate and optimize
trees for all state transitions through connection termination.

7 Conclusion

In this paper, we introduced Iris, a framework for efficiently
developing applications that passively analyze network con-
nections and reassembled flows. Iris compiles user-defined
filters, data types, and callbacks writtein in Rust into an op-
timized, end-to-end pipeline that aggressively shares com-
putation and data across analysis tasks. We showed that Iris
can be used to more easily and performantly implement three
diverse use cases from recent research in security, censorship
circumvention, and network operations at 100 Gbps+ with
12 cores and less than 250 lines of code. We release Iris under
the Apache 2.0 license to enable future research.
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Appendix
A Ethics

Though we performed the majority of development and testing
offline, we evaluated our system on University network traf-
fic. The ethics of analyzing real-world traffic are not univer-
sally agreed-upon. We draw the below practices from ethics
sections of other papers that passively analyze user network
traffic. [5-7,13,14,17,29,42,60,61, 63, 69].

1. Ethics Review. We received approval from our Univer-
sity’s Privacy and Security office and consulted our Insti-
tutional Review Board (IRB), which deemed our work
out-of-scope. Working with our network IT staff, we
ensured all experiments fell within user terms of service.

2. Data Processing. We anonymize all IP addresses and do
not have access to DHCP traffic (i.e., we cannot directly
correlate IP addresses with device or user identity). We
perform one experiment that tracks individual flows: our
implementation of DeKoven et. al.’s work [17]. In this
case, we delete all collected data at runtime (i.e., imme-
diately after writing to disk). For all other evaluation, we
collect only aggregated data.’

3. Impact on Users. Our server only receives a copy of
traffic out-of-band to ensure no impact on network ser-
vice.

4. Operational Security. We implement rigorous physical
and network access controls to ensure we do not increase
the attack surface for network users. We limit access to
researchers directly involved with the project.

We open-source Iris with the intention of lowering barriers
to security, anti-censorship, and QoE investigation on high-
speed networks. However, as in much of the security field,
we must ask whether Iris could be misused to expand net-
work surveillance capabilities. We believe that organizations,
nation-states, and attackers already monitor network traffic
using in-house or commercial systems and large-scale infras-
tructure [2,5,19,20,40,49,54,57,59, 67]. Researchers, who
operate with fewer resources, are much more limited. In addi-
tion to Iris’s operational applications, we believe that network
traffic is most secure when responsible researchers and orga-
nizations are able to surface risks and evaluate defenses in

3In some cases, Iris’s high throughput allows us to write less data to
disk than other systems. For example, Xue et. al. [70], restricted by Zeek’s
throughput and DSL, wrote raw connection data to disk for offline analysis.
We perform fingerprinting online.



realistic settings. We hope that open-sourcing Iris can support
such efforts.

B Interface Mechanics

As introduced in Section 4, an Iris subscription consists of
a filter, datatype(s), and callback (conceptually: traffic of in-
terest, format(s) that traffic data should be delivered in, and
computation to perform on that data). Iris’s programming
model is built on connections; subscriptions are scoped to
a single five-tuple-defined TCP or UDP connection, though
users can aggregate data following a callback. We describe
how to use each component of a subscription in more detail
below.

B.1 General Properties

Though user-defined data types, filter predicates, and call-
backs have different semantics, they share certain properties.
Each exposes one or more APIs for Iris to invoke at various
points in a connection’s lifetime, i.e., at the states and state
transitions in Table 1, and each may optionally attach state to
connection processing. We briefly describe shared properties.

Each of data types, filter predicates, and callbacks can be
stateful or stateless over a connection. Stateful constructs
are Rust structs, each of which must expose a constructor
and one or more associated methods for Iris to invoke. The
constructor accepts the first packet in a connection, and as-
sociated methods must take a mutable self parameter. To
implement a destructor, developers customize the Rust Drop
trait. Structs can also implement arbitrary helper methods;
Iris only invokes APIs annotated with a macro.

All user-defined APIs hook into connection state machines,
either explicitly as a macro argument (e.g., update in List-
ing 3) or implicitly through arguments (e.g., dns_record
in Listing 2). In general, Iris infers when it should invoke
each API based on function parameters. If parameters are
insufficiently specific, compilation will fail. In these cases,
developers must specify explicit state transitions as macro pa-
rameters. For example, the ResolutionEst callback in Listing 3
specifies that Iris should invoke its end method at connection
termination.

Annotations on methods associated with a struct must pro-
vide the struct name (e.g., “ResolutionEst” in Listing 3). This
is a syntax quirk of Rust macros, which cannot access state
beyond their immediate inputs.

B.2 Iris Data Types

An Iris data type is a Rust struct built from one or more
primitive data types. Primitive data types are the Iris state
transitions, including self-transitions, along with associated
data, as listed in Table 1. At a high level, developers construct
data types over raw connection frames, reassembled streams,
or parsed connection- and session-level constructs directly
exposed by Iris.

Iris supports two kinds of data types: stateful and stateless.
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impl AnonFiveTuple {

1

2 #[datatype("AnonFiveTuple, L4FirstPacket")]

3 fn new(first_pkt: &L4Pdu) -> Self {

4 let mut five tuple = FiveTuple::from ctxt(fir
— st_pkt.ctxt.clone());

5 five,tuple.orig.set,ip(Self::anon,ip(&five,tuj
— ple.orig.ip()));

6 Self { data: five_tuple }

7 }

8}

Listing 4: Example data type that does not accumulate state
over a connection.

Stateless data types define only a constructor, which is marked
#[datatype], accepts a primitive data type, and returns Self.
For example, we construct an anonymized five-tuple on the
first packet of a connection in Listing 4.

Stateful data types—such as the FeatureChunk data type
presented in Section 4.2—transform and accumulate data
throughout the lifetime of a connection. Stateful data types are
Rust structs (Appendix B.1) tagged with the #[datatype]
macro, with a constructor and one or more #[datatype_fn]
associated methods, each of which accepts a mutable “self”
parameter and a primitive data type.

After defining a data type, developers can filter on and
request it in a callback. If multiple filters and callbacks require
the same data type, Iris will construct it at most once.

B.3 Iris Filters

Every subscription has an associated filter, expressed as an
annotation on a callback. A filter contains one or more pat-
terns (conjunctive predicates). Iris allows users to specify
additional patterns in an input file when doing so as a macro
parameter would be cumbersome; for example, we leverage
this in Section 4.2 to define a list of TLS SNIs associated with
known video platforms.

Each predicate can refer to protocols and protocol fields or a
user-defined filter predicate. Iris supports Retina’s Wireshark-
like filter language [63]. Inspired by Snort [51] and other
intrusion detection use cases, we extend this language with a
“contains” operator and raw byte matching.

User-defined filters are either (1) functions tagged as
#[filter] or (2) structs tagged #[ filter] with one more
more associated #[ filter_fn] methods, each of which re-
turns a FilterResult. Filters take in any Iris datatype(s)
(primitive or user-defined) and return a FilterResult:
Accept (connection matches the filter predicate), Drop
(connection does not match), or Continue (“maybe”, re-
quires more information). Custom filter predicates can use
Continue to stream data over multiple windows within a
connection before making a decision.

Section 4.2 presents the video_lookup filter, which is state-
less over a connection (though it does access global state). Fil-
ters can also accumulate state over a connection. For example,



#[filter]

1

> struct IsLongLived {

3 bytes: usize,

4 start: Instant,

5}

6

7 impl IsLongLived {

8 // Constructor omitted for brevity

9 #[filter_fn("ShortConnLen,L4Conn")]

10 fn update(&mut self, pdu: &L4Pdu) -> FilterResult
- {

1 self.bytes += pdu.payload().len();

12 let dur = Instant::now() - self.start;

13 if self.bytes > BTS || dur > DUR {

14 return FilterResult::Accept;

15 }

16 FilterResult::Continue

17 }

18 }

Listing 5: An example filter that accumulates state over a
connection.

we define a filter ensures that only “long-lived” connections
are delivered to an associated callback in Listing 5.

B.4 Iris Callbacks

Iris callbacks define analysis logic to perform on constructed
data types for connections that match a traffic filter. If a devel-
oper does not explicitly specify a state transition in a macro
argument, the runtime invokes each callback as soon as it
constructs all data types and matches a filter. We note that de-
velopers must attend to compatibility; for example, a callback
function that requests invocation on “FirstPacket” along with
a “TLS handshake” data type will never be invoked. If Iris
detects incompatibility, compilation fails.

Each Iris callback is a Rust function or data structure tagged
with the #[ callback] macro. This macro takes an associated
traffic filter, which can refer to supported protocols, protocol
fields, user-defined predicates, and/or input files. For stateful
callbacks (i.e., Rust structs), developers specify associated
methods with #[callback_fn]. Listing 3 shows a stateful
callback (a Rust struct with associated methods), while List-
ing 2 shows a stateless callback (a function for analyzing
DNS transactions).

Callbacks that stream data over a connection can option-
ally return a boolean value: true to continue receiving data
for the connection and false to “unsubscribe” (see the up-
date method in Listing 3). If a callback returns “false” for
a connection, Iris will no longer invoke its methods for that
connection; this is akin to “filtering out”.
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